KnowBe4 Guide

For Ex-Officio Board Members

What is KnowBe4?

KnowBe4 is an information security training platform that provides a library of content, with
different methods of learning. CalHFA is using KnowBe4 to provide training opportunities that
are accessible to Board members at any time and allow the automated reminder features.

You will be emailed your Username and Temporary Password prior to training.

To access this training, please click on the link and enter your Username and Temporary
Password provided below:

https://training.knowbe4.com/ui/users/login

First time using KnowBe4 — Create Password & Two-Factor Authentication

@ How do | set-up a new password?

Log into KnowBe4 https://training.knowbe4.com/ui/users/login using the username and
temporary password provided.

Click on your user account, located in the right-hand corner of the screen and select profile.

Change your password. Keep a record of this password, you'll use it every time.

@ How do | set-up two factor authentication?

While you logged in to KnowBe4 and from your profile screen (on your user account, located in
the right-hand corner of the screen and select profile), click the “enable” button to set-up multi-
factor authentication.

To Start Training

On the Training tab of the Learner Experience, you’ll see a card for each of your assignments.
For the best experience, review the tips below before starting your training.

e Disable your pop-up blocker. Your training assignment will open in a new window. If you
have a pop-up blocker enabled, you will be unable to open the assignment.

e For your security, we recommend that you enable your pop-up blocker again, once you
have completed your training.


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftraining.knowbe4.com%2Fui%2Fusers%2Flogin&data=04%7C01%7Ccpond%40CalHFA.ca.gov%7Ccede706a456f4e9d5bcd08d99f03a517%7C8653a9b783d843979ddf3f640428e815%7C0%7C0%7C637715660279940635%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Nlida2uCGMy0S9GPLD6QNaat73Z8TQy4f0kQHYKC3jQ%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftraining.knowbe4.com%2Fui%2Fusers%2Flogin&data=04%7C01%7Ccpond%40CalHFA.ca.gov%7Ccede706a456f4e9d5bcd08d99f03a517%7C8653a9b783d843979ddf3f640428e815%7C0%7C0%7C637715660279940635%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Nlida2uCGMy0S9GPLD6QNaat73Z8TQy4f0kQHYKC3jQ%3D&reserved=0
https://support.knowbe4.com/hc/en-us/articles/115011133807

e Check the selected language before you begin. The assignment title will display in the
selected language. You can change this language using the drop-down menu next to
the Start button.

e If you had already set your preferred language and this assignment is showing a
different language, it could mean one of two things: Either this assignment was started
before you selected your preferred language or, this assignment is not available in your
preferred language.

e Make sure you have enough time to complete the training assignment. At the top of the
card, you can see how long the assignment will take to complete and the time left
before the due date.

e If you need to take a break from your training but have not completed the assignment,
close the browser window to save your progress. You can return to this training later by
clicking the Resume button on the assignment card.

When you’re ready to begin a training assignment, click Start. Follow the prompts throughout
the training. Keep in mind that different assignments may have different steps.

Once you have completed a training assignment, close the browser window to mark your
progress as complete. Recently completed assignments are listed at the bottom of

your Training tab. From the completed assignment card, you can download a completion
certificate, see when you completed this training, and review the training assignment.



